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Agenda

1. PKCS#11 Specification

2. Designing the PKCS#11 test model

3. PKCS#11 test selection criteria & test generation process

4. The test harness, the test publication and the test concretization

5. Test execution and results
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Model-Based Testing with Certifylt

PKCS#11 Specification
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PKCS#11 Specification

The PKCS#11 specification defines a standard for
interfacing with cryptographic tokens.

* Defines an API, called « Cryptoki » with a set of C
functions, including cryptographic functions.
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General Cryptoki model

Application 1 Application k
Other Security Lavers Other Security Layers
Cryptoki Cryptoki

e

Device Contention/Synchronization
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Slot 1 Slot n
Token 1 Token n
(Device 1) (Device n)
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PKCS#11 Scope

* General purpose functions
— Ex. Initialize / terminate communication

e Session management
— Ex. Open / close session, login/logout
* Token management

— Ex. Initialize token, pin, modify pin

* Cryptographic functions

— Sign, verify, digest funcitons, cryptographique key
generation
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PKCS#11 test model - demo

[] Crypoki
[, Cinitialized : CK_BOOLEAN
T s g -
s aians e AT ) access (&5 CDigestinitialized : CK_BOOLEAN
(g sess/on-handle : SESSION_HANDLE . o - 0.1 (oo € DisestUpdateCalled : CK_BOOLEAN
[ session-handle_pi s SESSIONHANDLE PTR |0 7 Tl sions - cypiod Cinitaiize O
(g session.siaius : SESSION.STATUS C_Finalize ()
(g e ion.state : SESSION STATE o C-Cerrunciontise
(g 5o ion-tvpe - SESSION.FLAG CinitToken ()
C_InitPIN ()
logged in C_SetPIN ()
C_Opensession ()
C_CloseSession ()
accepts
C_CloseAlisessions ()
C_Login ()
#® oo
0.1/ - logged_user g C-LogourO)
Q User - eryproki |0..1 0.1 |- cryptoki
is registered . 5 user.ovpe USER_TYPE
- user
uses
0.1 |-token token | -
E Token - tokens * communicates
[ token.label - TOKEN_LABEL o1 |- mechanism
[, access_normal_user_authorization : CK_BOOLEAN =
Mechanism
(5, login_state : LOGIN_STATE =
- token supports - mechanisms
[, CKF_TOKEN_INITIALIZED - CK_BOOLEAN - — _handle : MECHANISM_HANDLE_PTR
(£, CKF-WRITE_PROTECTED : CK_BOOLEAN B CKF-SIGN : CK_BOOLEAN
[, CKF_VERIFY - CK_BOOLEAN

FO CKF_DIGEST : CK_BOOLEAN
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Test generation and test evaluation - demo
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Cryptoki::C_SetPIN()
Cryptoki::C_SetPIN()
Cryptoki::C_SetPIN()
Cryptoki::C_SetPIN()
Cryptoki::C_SetPIN()
Cryptoki::C_SetPIN()
Cryptoki::C_SetPIN()
Cryptoki::C_SetPIN()
Cryptoki::C_Sign()
Cryptoki::C_Sign()
Cryptoki::C_Sign()
Cryptoki::C_Sign()
Cryptoki::C_Sign()
Cryptoki::C_Sign()
Cryptoki::C_Sign()
Cryptoki::C_Sign()
Cryptoki::C_Sign()
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& Cryptoki::C_SignFinal()
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Test detail
Steps

| o~ Default model instance

- [nitialized model instance

- Cryptokilnstance.setUp()
Cryptokilnstance.C_Initialize(VOID_NULL_PTR) = CKR_OK

@ Cryptokilnstance.checkResult() = CKR_OK

@ Cryptokilnstance.checkResult() = CKR_OK
- Cryptokilnstance.tearDown()

[#-Cryptokilnstance.C_OpenSession(SLOT_VALID, CKF_SERIAL_SESSION_CKF_RW_SESSION, VOID_NULL_PTR, VOID_NULL_PTR
Cryptokilnstance.C_Login(HANDLE_NEW_RW_USER_PUBLIC_SESSION, CKU_USER, PIN_USER _TOKEN_INIT) = CKR_OK
[#-Cryptokilnstance.nominal_generateKey(HANDLE_NEW_RW_USER_PUBLIC_SESSION, CK_TRUE, CK_TRUE, KEY_ID1) = CKR
= Cryptokilnstance.C_SigninitHANDLE_NEW_RW_USER_PUBLIC_SESSION, CKM_MD5_HMAC_PTR, KEY_ID1) = CKR_OK

@ Cryptokilnstance.C_Sign(HANDLE_NEW_RW_USER_PUBLIC_SESSION, DATA_ONE_PART_NORMALLEN, BUF_NORMAL_LEN, d

@ Point of view

AY
Tags of the suite reached by the test (bold for current step)

C_OpenSession/OK
+ C_Sign/OK
C_Signinit/OK
GENERATE_KEY/OK

CASE:
CREATE_USER _PRIVATE_KEY_WITH_SIGNVERIFY_NOT_SUPPORTED

CKR:
+ 0K

REQ:
C_Initialize
C loqin

<

" Reached tags | Activated tags / Parameters | Model instance /
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Test harness, test publication
and concretization

E@/ﬁ [TEST ENVIRONMENT]
MBT
model concerte
v Adaptation S;esﬂli
. Layer for SoftHSM
Certlfylt SoftHSM
abstract
tests : abstract
Publisher step / result
CPPUnit
CPPUnit . :
tests I lT I JJ
abstr. val. . est results
( ) S CPPUnit tests (pass/fail)
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Test execution and results -demo

* Functional test suite (Total : 189 tests)
— 183 tests OK, 6 tests FAILED
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Test execution and results - demo

* Security test suite (Total : 107 tests) - 90 tests OK, 17 tests FAILED
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Nb. De tests échoués
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® C_Finalize

M C_<P>Final

W C_<P>Update
B C _<P>Init

HC _<P>

<P>: Sign, Verify, Digest
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Now, T1's YOUR Turn..
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