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PKCS#11	  Specifica,on	  

•  The	  PKCS#11	  specifica:on	  defines	  a	  standard	  for	  
interfacing	  with	  cryptographic	  tokens.	  

•  Defines	  an	  API,	  called	  «	  Cryptoki	  »	  with	  a	  set	  of	  C	  
func:ons,	  including	  cryptographic	  func:ons.	  

	  



E.	  Fourneret	  –	  Model-‐Based	  Tes:ng	  in	  Prac:ce	  (3/3)	  –	  EJCP’2015	   6	  
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PKCS#11	  Scope	  

•  General	  purpose	  func:ons	  
– Ex.	  Ini:alize	  /	  terminate	  communica:on	  

•  Session	  management	  
– Ex.	  Open	  /	  close	  session,	  login/logout	  

•  Token	  management	  
– Ex.	  Ini:alize	  token,	  pin,	  modify	  pin	  

•  Cryptographic	  func:ons	  	  
– Sign,	  verify,	  digest	  funcitons,	  cryptographique	  key	  
genera:on	  
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PKCS#11	  test	  model	  -‐	  demo	  
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Test	  genera,on	  and	  test	  evalua,on	  -‐	  demo	  
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Test	  harness,	  test	  publica,on	  	  
and	  concre,za,on	  
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Test	  execu,on	  and	  results	  -‐demo	  

•  Func:onal	  test	  suite	  (Total	  :	  189	  tests)	  
–  183	  tests	  OK	  ,	  	  6	  tests	  FAILED	  	  
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•  Security	  test	  suite	  (Total	  :	  107	  tests)	  	  -‐	  90	  tests	  OK	  ,	  	  17	  tests	  FAILED	  
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Test	  execu,on	  and	  results	  -‐	  demo	  
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