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* Partlll — PKCS#11 case study
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* Discovering ATM case study
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Various faces of MBT

state machine Bank ATI'I.Q




Various faces of MBT &

state machine Bank AThy

Model-Based Testing : « Testing based on or involving models. »

ISTQB Glossary - 2015
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Motivations
What do you expect from a model-based approach to testing?

100,0%

90,0%

80,0%
70,0% A
60,0% -
50,0% -
40,0% -
30,0% A
20,0% -
10,0% -
0,0% -

Our testdesign Ourtestsshall Models shall We wish to Models shall
shallbecome become more help us to improve the  help us to start
more efficient effective ("better managethe communication  testdesign

(“cheaper tests”). complexity of the between earlier.
tests”). system with  stakeholders.
respect to
testing.
Source: MBT User Survey 2014
Source : Model-Based Testing, Where do we stand? — CACM — 2/15, Binder, Legeard, Kramer




Motivations

“Test Models provide us more flexibility in the creation of automated test scripts by using
different test case generation strategies according to the current needs (different robustness
test, tests for changed or critical requirements, etc.)”

“Executable model paradigm should enable us to create self-testing mechanisms.”

“MBT helps us to improve change request process”

“MBT supports test automation”

“MBT is capable to also validate the test basis”

“Massive increase of reuse”

“Improved coverage of requirement readability of coverage”

“Increased productivity and improved product reliability (new type of bugs, Increased test
coverage)”



Test levels

On which test level(s) do you employ MBT?

90,0%
80,0%
70,0%
60,0%
50,0%
40,0%
30,0% -
20,0% -
10,0% -

0,0% -

Component (or unlt} Integration testlng System testing Acceptance testing
testing

Source: MBT User Survey 2014 10



Test types

On which type(s) of testingdo you employ MBT?

120,0%

100,0%

80,0% -

60,0% -

40,0% -

20,0% ~

Ll s [

Functional testing Performance testing  Security Testing Usability testing

0,0% -

Source: MBT User Survey 2014 11



Modeling practices

Do you use models in other development phases, for
example for requirement elicitation or system design?

EYes BNo

Source: MBT User Survey 2014



Modeling practices - 2

development phases?

80,0%

What type of models do you use in those other

70,0%
60,0% -

50,0% -
40,0% -

30,0% -

20,0% -
10,0% -
0,0% -

Use Case Activity State Sequence Business
diagrams  diagrams  machines charts Process
models

Domain

Specific
Language

models

Source: MBT User Survey 2014
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MBT process - 1

/_@st (2)
\_ Selection -z
\Criteria

T

©)

|'/Test Case /

| Specification |'

/

{4}\\

Source : Mark Utting, Alexander Pretschner, and
Bruno Legeard. 2012. A taxonomy of model-based
testing approaches. Softw. Test. Verif. Reliab. 22, 5
(August 2012), 297-312.

N

Test

%

Test
Script

-

Adaptor + Env

-~

SUT

=,

Requirements |

/
A~

(1)

—
75
p ) Model

/' Cases jl //{4}

—
| Verdicts |
) 2 J

/ﬁ—zi

15



MBT Process - 2
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MBT Process - 3

A Continuous and Systematic
Test Engineering Process

Test Design and Malntenance

Testers
Test scripts
-i i — —
2 Automation
Englineers

Requirements &
Process Engineering

Test Management
& Execution
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MBT roles

Separation of concerns: Roles and
collaboration

Test repository
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MBT modeling

MBT modeling is strongly related to test objectives.

MBT models should be:

— Abstract enough
* Covering what is intended to be tested

— Detailled and precise enough
* Enables to compute the expected results (Oracle)
=>» Test verdict assignement

— Validated and verified

* If the test « fails », what is wrong? The MBT model or the System
under Test (SUT)?

MBT is back-to-back testing — MBT model vs SUT

19
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A taxonomy of MBT approaches :

Subject & Focus

Paradlgm

' Redu ndancy

|

)
A )
|

Model-based testing Approaches | =

Targeted testing categories

J | {Test generatlon}

Test selection criteria

Manual / Automated
Offllne / Online

| Test execution }

Source : Mark Utting, Alexander Pretschner, and Bruno Legeard. 2012. A taxonomy of model-based testing
approaches. Softw. Test. Verif. Reliab. 22, 5 (August 2012), 297-312.
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Subjet and focus of the MBT model

Subjet Focus

. Syst.em * Structure
* Environment e Behavior
 TJests

=» An MBT model generally combines these various
subject and focus aspects
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MBT model - Example

- cartelnit
{ . 0.1V
| carte
| paB
[ 'Yoe : TYPECARTE
= statut : STATUTDAB - cante [c soldeCompte : Integer
= code : CODE . 0.1 | [Eg emetteur: FOURNISSEUR
E. nbEssaisCode : Integer = retraitMax : Integer
Operateur = solde : Integer - ia -
L E. categorie : CATEGORIE
% meteriorsSenice ) dab ﬁ initialiserCarte () }}]
o meweEmsenice () | o7 MO0 G
h +a. afficherMessage ()
% chargement () '
ﬁ restituerCarte ()
% entrerCode () - transaction i
g2, demanderDebit () o1 0 1:’" __| Transaction
ﬁ confisquerCarte () ur [Ca, montant : Integer 1
%m miseEnCorbeille () v—.
{, @ transmettreDebitSC ( - " )
- %@ verifierStatut ()




MBT model - Example o

Fonctions de contrile

CTRLOOA Vérification de la lisibilité des informations des caries présentées
CTRLOO2 Vérification de la date de péremplion par rapport & la date du jour
CTRLOO3 Wiérification du code saisi par le client par rapport & celui enregisiré sur la care
i Oemande d'autorization de la carte. aingi oue la provision d amote corresnonda
Redemande le code, s'il est erroné et si le nombre d'essais est inférieur ou égal & 2

lf——@REQ: CTRLBA3-Vérification du code saisi par le client par rapport 4 celui enregistré sur la carte
Pf (p_Code=CODE: : FAUXIthen

3 ---BREQ: INFO@BG-Informe le client que son code est erroné

4 afficherMessage (MESSAGE : : CODE_ERRONEY and

& nbEssnisCode = nbEssoisCode+l and

b if (nbEssaisCode == 33 then

7 ---@BREQ: GEST@AE-Confisgque lo carte au bout de la 3éme tentative de saisi de code avec la méme carte
i ---@REQ: INFOB@4-Signaler ou client que sa carte est confisguée

9 ---BMAME: Trois essols code faux

eglse
---@REQ: CTRL®AE-Redemande le code, s"il est erroné et si le nombre d'essais est inférieur ou égal a 2

afficherMessage{MESSAGE: : ENTRER_CODEY
endif

16 code = CODE::0K and

— 17 ---@BREQ: INFOR@Z-S5ignaler au client de soisir sa somme EE—
18 afficherMessage (MESSAGE : : ENTRER_MONTANTY)
19endif

Py
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Subject of the MBT model  +

SUT

Model—Based
Testing

Env

Source : Mark Utting, Alexander Pretschner, and Bruno Legeard. 2012. A taxonomy of model-based testing
approaches. Softw. Test. Verif. Reliab. 22, 5 (August 2012), 297-312. 25



Subject of the MBT model

What is the subject of your model?

50
45
40
35
30
25 |
20 —
15 - —
10 -
5 |
0 ‘
The model The model The model
describes how the describes the describes the test
system works. system's procedure rather
environment, than the system
concentrating on itself.

interfaces and

stimuli (e.g. from a
user's point of view).

B The one and only
subject of the model

B Important subject of the

model

O Not the major subject of

the model

ONot at all a subject of
the model

Source: MBT User Survey 2014
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Focus of the MBT model

What aspect does your MBT model focus on?

@ Structural aspect

B Behavioral aspect

O Both

Source: MBT User Survey 2014
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Modeling paradigms for MBT

* Many modeling paradigms used for MBT:

— Behavioral modeling (not exhaustive)
* Flow Charts / BPMN / UML activity diagram
* Data Flow Diagrams
* Finite state machine — Statecharts — UML state machines
* Pre-post conditions / OCL
e Markov chain
* Event Sequence Graph
* Domain specific languages

— Structural modeling (Point of control & observation)
* UML calss diagram
* Block diagram

* Representation :
— Graphical (more « intuitive » )
— Textual / formal (more precise)

28



MBT modeling - BPMN

Recruiter

R Initial Review Status: /; ™
b1 / i
& Shortlisted L
Review Job Application x Schedule Interview )
Initial Review Status? \ nterview Result: Further
Start Process ank‘ y i ' e Interview Required

Application Process

Initial Review Status:

Rejected Interv;:‘:-l.':diesurt: Interview Result: f'in-—"\ Job Offer Status? lob Offer Status:
/* Passed L | f’/x Accepted 0
Offer Job
Intendew Result? —_ End Process Job Applicatio
Job Offer Status: Process [Hired]
Declined

>
%

Record Interview Result

End Process Job Application Process o _
[Rejected on Initial Review] End Process Job Application Process \ End Process Job Application Process

{Rejected after Interview) i ! [Offer Declined)

Interviewer(s)

,"T Y
A

Interview Candidate
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MBT modeling — OCL-based

*Main P4 *Diagramme0Obijet1 2 mount E3
lbelf.resetExceptians() and
Zlet invalidFileName : Boolean = (mountPointMome = MOUNT_POINT_NAMES::INVALID_WAMEY in
ilet mountPointAlreoadyExists : Boolean = {self.mountPoints-zexists{mplmp.nome=mountPointName}} in
4let involidFileSystem : Boolean = fileSystem.isNull in
5
b---@8REQ: 3.1.3.4.3.5.1
Jif (not{invalidFileNome) and not{mountPointAlreadyExists) and not{invalidFileSystem)} = true
dthen
] -—-@ATM: MOUNT_OK
14 let newMountPoint:MountPoint = MountPoint.alllnstances)->any{mp|Imp.nome=MOUNT_POINT_NAMES::UNDEFINED_MAME} in
11
12 newMountPoint.nome = mountPointMome and
13 newMountPoint. fileSystem = fileSystem and
14 self.mountPoints-=includes{newMountPoint)}
15else
16 -—-@ATM: MOUNT_KO
17 if (invalidFileName?
18 then
19 ---@ATM: INVALID_FILE_NAME
28 self.raiselnvalidFileNameException)
21 else
e if (mountPointAlreadyExists)
23 then
24 -—-@ATM: MOUNT_POIMT_ALREADY_EXISTS
25 self.raiseMountPointAlreadyExistsException()
26 else
Fard true
28 endif
29 endif
38
i1 and if (invalidFileSystem)
iz then
33 ---@ATM: INVALID_FILE_SYSTEM

— 34 self.roiselnvalidFileSystemException()

i5 else
36 true
37 endif
idendif

30



Event Sequence Graph

Add Contact Button Inform Contact Data
Back Button Confirm Button

Home Page

Select Contact

Confirm Button

Display Data
Edit Contact

Delete Contact
A“
Cancel Button Back Button Inform Contact Data

31



Reuse of existing design models

Can we re-use design models for MBT?

In principle Yes, but:

The reused model is it at the right abstraction level to adress my test
objectives?

Is it complete enougch to adress my test objectives?

Does my MBT tool manage such model?

32



Reuse of existing design model

If you use models both for analysis or design and for testing activities, how different
are these models?

35,0%

30,0%

25,0%

20,0%
15,0%
10,0%
5,0%
0,0% - T T |

Completely Slightly modified Largely modified Completely
identical different

Source: MBT User Survey 2014
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Generation of the test repository

Modelling for test generation

& — Test

Business * : :
7 Requirements P - -0 repository
'W: | :

Tests ready for execution

Lg and,
X o

auto manual
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MBT generated artifacts

What artifacts do you generate from the model?
90,0%
80,0%
70,0%
60,0%
50,0% -
40,0% -
30,0% -
20,0% -
10,0% -
0,0% - | |
Test cases (for  Test scripts (for Test data Other artifacts
manual test automated test (documentation,
execution) execution) test suites,...)

Source: MBT User Survey 2014 N



raceability matrix

Bl
(@ show used, missing, unknown tags
[rEQ 7]
| REQ |_In repository | In testmodel | In test objective | Priority | Type |
BPD1 - Recruitment Process/Apply for Job 4 4 L High Business Process
BPO1 - Recruitment Process/Create Job Vacandes/Add or Edit Job Vacancy v V L High Business Process
BPO1 - Recruitment Process/Create Job Vacandes/View Current Job Vacancies v 4 v 4 v 4 High Business Process
BPO1 - Recruitment Process/Offer Job/Offer Job 4 4 4 High Business Process
& BPO1 - Recruitment Process/Offer Job/Process Applicant Decision v 4 High Business Process
¢ BPO1 - Recruitment Process/Offer Job/Seek Approval v 4 High Business Process
BPO1 - Recruitment Process/Record Interview Result 4 4 4 Medium Business Process
BPO1 - Recruitment Process/Reject Application v 4 v 4 7 Medium Business Process
BPO1 - Recruitment Process/Schedule Interview 4 4 Qf Medium Business Process
& BPO1 - Recruitment Process/View Application v 4 High Business Process
BPO1 - Recruitment Process/View Job v 4 v 4 v 4 High Business Process
& ESS01 - Changing Password/Alternative Flow/Unsuccessful Password Change 4 Low Use Case
% ESS01 - Changing Password/Basic Flow/Successfully Changing the Password v 4 Low Use Case
¢ PIMO1 - Manage Employee/Alternative Flow Missing Employee Data v 4 v 4 Low Use Case
& PIMO1 - Manage EmployeeBasic Flow/Successful Employee Creation v High Use Case
TIMO1 - Enter and Submit Timesheet/Alternative Flows/Invalid Time Duration o V < Medium Use Case
¢ TIMO1 - Enter and Submit Timesheet/Alternative Flows/Removing a report line Y Low Use Case
& TIMO1 - Enter and Submit Timesheet/Alternative Flows/Restoring to last saved value v 4 Low Use Case
& TIMO1 - Enter and Submit Timesheet/Alternative Flows/Saving an incomplete timesheet v 4 Medium Use Case
TIMO1 - Enter and Submit Timesheet/Alternative Flows/Unspecified project or activity v < v 4 Medium Use Case
¢ TIMO1 - Enter and Submit Timesheet/Basic Flow/Adding comments to a timesheet cell v 4 Minor Use Case
¢ TIMO1 - Enter and Submit Timesheet/Basic Flow/Display any timesheet other than latest v 4 High Use Case
TIMO1 - Enter and Submit Timesheet/Basic Flow/Displaying the latest timesheet v 4 v 4 v 4 High Use Case
) TIMO1 - Enter and Submit Timesheet/Basic Flow/Reporting time on any project and activity v 4 High Use Case
TIMO1 - Enter and Submit Timesheet/Basic Flow/Saving a timesheet v v v High Use Case
TIMO1 - Enter and Submit Timesheet/Basic Flow/Submitting a timesheet 4 4 4 High Use Case
38




Test selection criteria

= Selection (N

= %= Criteria

Test
Generator
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Test selection criteria

Requirements coverage]

Structural model cwerage]

Data coverage]

:Ra ndom & Stochastic]

rScenario- / Pattern—based]

rProject-d riven]

Source : ISTQB — Certification Model-Based Testing 40



Test selection

criteria

80,0%

What selection criteria do you apply to limit the number of

generated tests?
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Structural

)
(@]
©
b
o
>
@)
&)

(7))
—
-
o
=
()
=
)
o
)
o

= () O e
0 O o £ 9 S8
T © o) (S = 8

() o= c O © Li=
£ > = o c =

& T = O

@) 0 » D

&) @© O =

© N o
a) o

—~
=2

c
)
P
| -
©
LR
3}
o
o
| -
al

Source: MBT User Survey 2014
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Coverage monitoring

70,0%

What kind of coverage is measured for your

test runs?

60,0%
50,0%

40,0%
30,0%
20,0%
10,0%

0,0%

Source: MBT User Survey 2014
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MBT test execution

e Manual test execution
e Offline MBT
e Online MBT

Offline MBT | “Model-based testing approach whereby test cases are generated into

a repository for future execution.”

Online MBT “Model-based testing approach whereby test cases are generated and
executed simultaneously.”

ISTQB Glossary - 2015
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MIBT test execution g

How are the tests executed?

80,0%
70,0%
60,0%
50,0%
40,0%
30,0%
20,0%
10,0%

0,0%

manually automatically off-line (first  automatically on-the-fly
generated, then executed) (generated and executed in
one step)

Source: MBT User Survey 2014 .
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Application domains

What is the general application domain of the system under test?

Communications;
4.3%

Gaming; 2,9%

Web application;
18,6%
Software
Infrastructure;
5,7%
Embedded software

(not real-time);
11,4%

Enterprise IT
(including packaged
applications); 30,0%

Embedded controller
(real-time); 27,1%
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Satisfaction level of MBT users o 20

pat

=

Overall, how effective do you think MBT has been?

extremely effective

moderately effective [T I I T
S
|
]

slightly effective

no effect

slightly uneffective

moderately uneffective

extremely uneffective

0,0% 10,0% 20,0% 30,0%  40,0%  50,0%

Source: MBT User Survey 2014 .
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An emerging technology in industry

Testing Methods Used in the Automotive Industry:
Results from a Survey

Markus Schurius
Audi Electronics Venture
GmbH
Sachsstrasse 20
Gaimersheim, Germany
markus.schurius@audi.de

Franz Wotawa
TU Graz, Inst. f. Software
Techn.
Inffeldgasse 16b/2
Graz, Austria
wotawa@lst.tugraz.at

Harald Altinger
Audi Electronics Venture
GmbH
Sachsstrasse 20
Gaimersheim, Germany

harald.altinger@audi.de

Table 8: test methodes in use

Re PD SD TE

Re — Research [ 70] 7] K 7]
PD — Pre Development fuzzy testing | 0.00 3,37 3,37 2.96
SD — Serie Development model based testing | 32,26 | 32,58 | 35,96 | 38,52
: mutation testing 3.23 3,37 3,37 2.96

TE - TEsting related random testing | 9.68 | 8.00 | 6.74 | 7.41
department test driven dev. | 25,81 | 20.22 | 15.73 | 19.26
unit testing 20.03 | 31,46 | 34.83 | 28,89

Source : Harald Altinger, Franz Wotawa, and Markus Schurius. 2014. Testing methods used in the automotive industry: results from a survey. In Proceedings
of the 2014 Workshop on Joining AcadeMIiA and Industry Contributions to Test Automation and Model-Based Testing (JAMAICA 2014). ACM, New York, NYSO
USA, 1-6.
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Thanks for your attention o

e T

“Testing is always model-based!”
Robert Binder

Y MBT8a86%

COMMUNITY

-."'ﬁﬁn -
Source - http://model-based-testing.info

Questions on Part |?
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